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Argentina’s economic crisis continues to spiral out of control. In late July, 
President Alberto Fernández fired the country’s economic minister who 
had been appointed three weeks prior. Fernández’s third and latest 
appointee is Sergio Massa – an influential lawmaker and political ally. In 
addition to the economic ministry post, Fernández has given Massa control 
of agricultural, production, and trade policies, creating what experts call a 
‘super ministry’. For practical purposes, Massa now controls all economic 
matters. There have been reports that he insisted upon these powers prior 
to accepting the position.

Shortly after his appointment, Massa rolled out his economic plan for 
Argentina, which included a pledge to stop printing money (a supply that 
was formerly relied upon to cover fiscal debt). A critical need for Argentina 
at this point is for President Fernández and Massa to succeed in getting 
Vice-President Cristina Fernández de Kirchner and her allies on board with 
these economic belt-tightening policies. Fernández de Kirchner has had 
a highly contentious relationship with Fernández, and still boasts a strong 
base of support as well as a long list of allies. She has previously been 
critical of some of the suggested economic reforms. However, Massa’s 
appointment may be a turning point. Fernández de Kirchner reportedly has 
a friendly relationship with Massa which may help persuade her – and her 
allies – to offer their support.

No matter what the outcome of the economic reforms are and whether 
the government pursues the reforms necessary to pull the country out 
of its spiral, the next few years will prove to be a challenge for Argentina. 
Economists assess that the sharp devaluation and accelerating inflation 
(now estimated to be between 60 – 65%) could rise to 80% by the end of 
this year. The Buenos Aires Times projects that inflation could reach a high 
of 90% by year-end.

Argentina

90%
Inflation
Projected by The Buenos Aires 
Times by end of 2022
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For the most part, high inflation translates 
to a higher crime rate as people struggle 
with basic living expenses. This is cause 
for concern in light of an already-growing 
crime rate.  Due to high levels of inflation, 
Argentina is a hub for counterfeit currency, 
with a significant number of counterfeit US 
dollars and Argentine pesos circulating in 
the economy. In the larger cities (Buenos 
Aires, Rosario, and Mendoza) street crimes 
– particularly theft and non-violent robbery 
– are common, especially in popular 
tourist areas. Criminals in these areas are 
well-dressed and therefore blend in easily 
and are difficult to spot.  They have been 
known to rob people after following them 

to their homes and/or hotels, especially 
when leaving a financial institution.  Some 
expatriates have reported being the victims 
of home invasions - while at home. The 
intruders would hold the expats hostage 
while robbing them of their valuables. Thus 
far, there have not been any reports of 
injury.  

Kidnapping for ransom is not a notable 
concern in Argentina. However, express 
kidnappings (lightning kidnappings) are 
becoming more common in the larger cities. 
Virtual kidnappings are reportedly rampant. 
As inflation increases, it is likely that 
Argentina will see an increase in both virtual 

and express kidnappings, and possibly 
kidnappings for ransom. It should be noted 
that the growing inflation will most likely 
cause increased civil unrest and protests as 
discontent with the economic environment 
continues to grow.   

In an event that re-enforces the political 
instability and continuing potential for 
violence in the country, on the 2nd 
September Cristina Fernandez de Kirchner 
survived an assassination attempt outside 
her home address when the alleged 
gunman’s weapon jammed, according to 
Argentina’s Security Ministry.

Argentina
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Paraguay
Criminal concerns within the city of Pedro Juan 
Caballero are affecting the security environment in 
Paraguay. Paraguay has long been the region’s largest 
producer of marijuana, as well as an important route 
for moving cocaine from Bolivia to Europe. The border 
region between Brazil and Paraguay, where Pedro Juan 
Caballero is located (and the centre of drug trafficking), 
has reportedly been under the control of the Primeiro 
Comando da Capital ‘First Capital Command, or PCC’ (a 
violent Brazilian drug cartel).

According to reports, the PCC laid out a plan ten years 
ago, called ‘Project Paraguay’. The goal was to eventually 
control the narco-trafficking pipeline throughout the 
country. The level of border violence has led experts to 
theorise that Project Paraguay has been completed and 
the PCC is now controlling the flow of drugs. Previously, 
criminal gangs and cartels along the border exercised 
a modicum of restraint when it came to violence and 
its effect on the local populace. However, drive-by 
shootings and current fighting among gangs have 
become commonplace and occur during the day, with 
no regard to collateral damage to innocent bystanders.  
According to The Guardian, the population of the city of 
Pedro Juan Caballero is approximately 120,000 people. 
However, its murder rate is more than 70 per 100,000 
people – a rate that is comparable to that of Caracas, 
Venezuela. The department (province) of Amambay, 
where a is located, is home to 2% of Paraguay’s total 
population. Nevertheless, in 2020 it was estimated to 
have had a third of the country’s 481 homicides.
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HOMICIDES
In Pedro Juan Caballero 
in 2020 , a city with only 
2% of the population.

481



Mexico and Latin America

The PCC is suspected of being behind a rash of assassinations and 
contract killings in recent months.  On 10 May, Marcelo Pecci, one of 
the country’s renowned criminal prosecutors, was assassinated while 
on his honeymoon in Colombia. His assassination came just five days 
after a major drug bust netted a record 38 tons of marijuana. Pecci 
was also pursuing high-profile cases of drug trafficking and money 
laundering. Just seven days later, on 17 May, Pedro Juan Caballero’s 
mayor, José Carlos Acevedo, was shot seven times outside the 
Pedro Juan Caballero courthouse. It was an assassination attempt he 
narrowly survived.  In addition to these attacks, a number of contract 
killings have occurred throughout the region, all of which the PCC is 
suspected of having carried out.

The violence being perpetrated by the PCC is not restricted to the 
Amambay region. According to the investigative research site InSight 
Crime, the PCC maintains a presence of varying degrees across six 
of Paraguay’s 17 regions. InSight Crime further reports that the PCC 
has carried out dramatic bank robberies in several other regions. Its 
influence and associated violence continue to grow, affecting security 
in civilians’ day-to-day lives. The Igarapé Institute, a Brazilian-based 
thinktank that focuses on emerging security and development issues, 
has said that the PCC are “the most formidable, organised crime 
group in South America.”  

Some experts have questioned whether Paraguay is turning into a 
narco-state. In the opinion of Javier García de Viedma (the European 
Union’s Ambassador to Paraguay), such talk is premature and an 
exaggeration at this time. Ambassador García de Viedma furthermore 
stated that, “it is important to keep in mind that this possibility in the 
long term cannot be ruled out if the necessary and timely measures 
are not taken.”
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Turkey
Considered the bridge between Europe, the Middle East, and Asia, 
Turkey finds itself in a unique and important geostrategic location. 
It shares borders with countries that have deep internal conflicts 
(Syria and Iraq) and is a location that presents security concerns 
that may affect people travelling to and living in the country. 
Both of Turkey’s border regions along Syria and Iraq are beset 
by violence and conflict between the Turkish military, the Syrian 
fighters, the Kurdish militants, and numerous terrorist groups. The 
growing violence has left Turkey vulnerable to terrorist attacks 
– not restricted to its border regions. Terrorists have previously 
targeted Western interests in Turkey, including embassies in Ankara 
and consulates in Istanbul. Public areas such as tourist locations, 
transportation hubs, and airports have also been specifically 
targeted. According to Turkey’s defense minister, 2,226 terrorists 
have been ‘neutralized’ thus far in 2022, thereby demonstrating 
that terrorism is an ongoing concern for those in the country. It 
must be noted that although tensions along the border between 
Turkey and Greece have been growing in recent years, they do not 
contribute to the country’s current conflict.

Kidnappings, while not completely unheard of, are not a pervasive 
issue in Turkey. There have been reports of immigrants and 
refugees who – while transiting Turkey to their ultimate destination 
– have been the victims of kidnapping for ransom.  It is suspected 
that these kidnappings are being conducted in coordination with 
the traffickers who initially helped the victims transiting Turkey. 
Local authorities address kidnappings seriously and make every 
effort to search for and – if possible – rescue victims. Authorities 
also go to great lengths to arrest and prosecute kidnappers. The 
only exception to this is along Turkey’s borders with Syria and 
Iraq where the government has been accused of perpetrating 
kidnappings along with terrorist and other militant groups.
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Organised crime is pervasive throughout 
Turkey. Its strategic location makes the 
country a hub for various trafficking 
networks for drugs, people, and weapons 
that are controlled by organised criminal 
elements. In most cases, the average 
traveller in Turkey is not affected by 
organised crime. However, when working 
with local companies and businesses, one 
may encounter criminal elements.

As with many countries worldwide, 
Turkey is experiencing soaring inflation. 
Official statistics released by the Turkish 
government in early August showed 

inflation at nearly 80%. Independent 
experts are saying this number is incorrect 
and that the actual inflation rate is 
much higher than the official statistics 
(for context, inflation in other western 
countries averages at 8-9%). The Turkish 
lira lost 44% of its value against the US 
dollar last year, and another 25% since 
the beginning of 2022. Spiralling inflation 
to this degree will almost certainly have 
a direct impact on Turkey’s security 
environment. It is likely that citizens – 
already reportedly finding it difficult to 
afford even the most basic items – will 
turn to theft, burglary, robbery, and similar 

crimes for survival. The growing economic 
crisis has also affected President Recep 
Tayyip Erdoğan’s approval ratings, which 
dropped by 41% at the end of July. This 
came shortly after Erdoğan declared his 
intention to run for office again at the 
presidential elections scheduled for 18 
June 2023. As public dissatisfaction with 
Erdoğan grows – including his increasingly 
authoritarian policies and his inability to 
control inflation – and as the presidential 
elections draw nearer, we can reasonably 
expect to see an increase in rallies, 
protests, and related unrest throughout 
Turkey, especially in its larger cities.  
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against the US Dollar in 2021
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since start of 2022
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Never having been a bastion of stability, 
tensions along the border of the DRC, 
Uganda and Rwanda have exploded 
into violence throughout the tri-country 
border region. According to Human Rights 
Watch (a human rights organisation) the 
rebel military group, March 23 Movement 
(M23), forcefully took control of numerous 
towns and villages in June, throughout 
the DRC’s North Kivu province. They 
killed an estimated thirty civilians in the 
process. The resurgence of M23 – who 
had been largely inactive for years – 
comes after a year of increasing violence 
in the eastern DRC with an estimated 

100 rebel groups active in the area 
(according to UN reports). The UN also 
reported that the rebel groups are well-
armed and organised, with the ability 
to overwhelm military bases and shoot 
down helicopters. The head of the UN 
mission noted that M23 was conducting 
itself like a conventional army, instead 
of a rebel group. The situation came to a 
head in late July when locals – frustrated 
with the UN and Congolese forces’ 
inability to control the violence and to 
restore peace – attacked UN buildings 
in several cities in eastern DRC. This 
resulted in 36 deaths, including four UN 

peacekeepers. In response to the conflict, 
the DRC government has asked the UN 
to withdraw its peacekeepers and leave 
the country – a move that will almost 
certainly allow violence to continue 
unabated in the region. The situation 
is also causing tensions between the 
DRC and its neighbours due to the DRC 
accusing Rwanda of lending support to 
M23, as it has done in the past. Human 
Rights Watch has stated that there are 
‘heightened concerns’ that Rwanda 
is indeed supporting rebels, although 
Rwanda continues to deny these claims.  
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Democratic Republic 
Of The Congo (DRC)
Population 89.56m
Capital: Kinshasa
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Long before the violence flared, 
kidnapping was prevalent throughout 
eastern DRC and the DRC countryside. 
Criminal gangs and rebel groups use 
kidnapping for means of revenue and 
terror. Tourists visiting the national parks, 
expatriates (notably foreign employees 
working for mining companies), religious 
leaders, and foreign humanitarian 
workers are actively targeted for ransom 
kidnapping in the area (most notably 
in the provinces of North Kivu, South 
Kivu, Ituri, Western Katanga, and Kasai). 
Foreigners are favoured targets as they 
often yield higher ransom payments than 
local nationals. According to Human Rights 

Watch, between April 2017 and March 
2020, criminal gangs kidnapped at least 
170 people for ransom near the Virunga 
National Park, located in North Kivu. The 
UN reported 17 aid workers kidnapped in 
2020 alone. Armed banditry is common 
along roads in North Kivu, with rebels 
regularly extorting travellers for safe 
passage on routes throughout the DRC. 
 
In the capital of Kinshasa, kidnapping for 
ransom is less common. However, express 
(lightning) kidnappings are rampant. These 
usually involve taxi drivers who rob their 
passengers and take them to another part 
of the city before dropping them off. The 

victims of these express kidnappings are 
often Congolese nationals who typically 
use taxis as a mode of transport. The 
main threat for foreign nationals travelling 
to, and living in, Kinshasa, are crimes of 
opportunity – petty crime and robberies 
are common. The perceived affluence of 
foreigners makes them a favourite target 
for criminals. Members of the international 
community report that assailants have 
posed as police or security agents in the 
past. In the DRC, weapons are controlled 
by security forces, leading many to 
suspect that members of the police 
and military sanction perpetrate armed 
crimes.

Democratic Republic Of The Congo (DRC)

between April 2017 and March 
2020, criminal gangs kidnapped 
at least 170 people for ransom 
near the Virunga National Park, 
located in North Kivu. 

170
Kidnap for Ramson



Russia
Traditional kidnapping for ransom is not 
a prevalent threat for those travelling 
to or living in Russia. On the other hand, 
unlawful detention is an ongoing threat 
for foreigners in the country. For many 
years Russia has used unlawful detention 
as an effective tactic for political 
manoeuvring on the international stage. 
According to reports, the overall crime 
rate and consequent incarceration rate 
in Russia have been on the decrease 
for the past several years. Interestingly, 
the number of foreigners detained, 
arrested, and incarcerated has, in 
contrast, steadily increased. Analysts 
have theorised that this is most likely in 
response to the increased number of 
Russian cybercriminals arrested abroad. 
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The Russian government has effectively 
used (and continues to use) detained 
foreigners as pawns to initiate prisoner 
swaps – releasing the detained foreigner 
in exchange for the release of a Russian 
prisoner in another country.

Experts believe that Russia continues 
to closely track all Westerners inside 
its country for this very reason, making 
the threat of further detentions a very 

real concern. The United States 
government has issued a warning 
for all citizens travelling to Russia, 
stating that “Russian security 
services have arrested US citizens 
on spurious charges, singled out US 
citizens in Russia for detention and/
or harassment, denied them fair and 
transparent treatment, and have 
convicted them in secret trials and/or 
without presenting credible evidence.” 
Though this warning addresses US 
citizens travelling to Russia, it would 
be prudent to assume that citizens 
of other countries, which would be 
considered allies of or aligned with the 
United States, would also be favourable 
targets for Russian security services.



Russia
Occurrences of kidnappings in Russia are not 
uncommon. Foreigners from various professional 
backgrounds – humanitarian workers, journalists, 
businesspeople – have been kidnapped and targeted 
in the restive North Caucasus, many of whom were 
subsequently killed by their captors (who are often 
Chechen rebels). The most common perpetrator of 
kidnappings in Russia are not common criminals, 
organised crime elements, or kidnapping gangs, 
but the Russian government itself. In recent months 
there have been numerous reports of kidnappings 
in Chechnya, Adat and Vayfond. Two human rights 
organisations have reported that hundreds of 
Chechens have been kidnapped and forced to fight as 
‘volunteers’ for Russia in Ukraine.

Russia has become the international nexus for 
cybercrime. Between 2015 and 2019, cybercrime 
incidents in Russia grew by 228% – an overall long-
term trend that continues.  European intelligence 
officials estimate that there are at least 20 Russian 
criminal groups with hacking abilities better than 
most countries. According to reports, the Russian 
government has laid out the following three rules 
for cybercriminals to follow: (1) do not hack Russian-
language sites, (2) do not say no if the government 
or security services ask for a favour, and (3) share 
the ransom money when requested. In return, 
cybercriminals are allowed to carry on with impunity 
and without fear of legal repercussions.  
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Coveware (a cybersecurity research and reporting site) released 
its second quarter report, which includes data extracted from 
ransomware as well as aggregated statistics such as ransom 
demands and attack vectors.  
Coveware reported the following statistics;

• The average ransom payment in the second quarter was USD 
228,125 – an increase of 8% from the first quarter. 

• The median ransom payment was USD 36,360 –a decrease of 
51% from the first quarter. 

• Both numbers are down from the fourth quarter of 2021 when 
the average ransom payment was USD 332,168 and the median 
ransom payment was USD 117,116.  

According to the Coveware report, this overall downward trend 
is partially due to the increasing number of Ransomware-as-
a-Service (RaaS) operations which have besieged the industry, 
causing a dilution of sorts. In contrast, past attacks have been 
conducted and controlled by a limited number of threat actors. 
It is furthermore reported that in the second quarter, threat 
actors concentrated on smaller organisations with a reported 
75% of attacks occurring against companies with less than 1,000 
employees. This trend also helps to account for the lower ransom 
payments.

Digital Shadows, a digital threat intelligence provider that 
monitors 88 data-leak sites every day from both ransomware 
and extortion groups, reported that in the second quarter there 
were 705 organisations listed on the ransomware data-leak sites 
(representing a 21.1% increase over the first quarter of 2022).

Global Insights Report

Cyber Security

Cyber Security

August 2022

Coveware Report

$228,125

$36,360

75%
705 21.1%

Average ransom payment in the second quarter of 
2022 – an increase of 8% from the first quarter. 

Median ransom payment decreased by 51% from 
the first quarter of 2022.
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These reports come after LockBit, a prolific RaaS operation 
ransomware group, reportedly breached the network of the Italian 
Internal Revenue Service (L’Agenzia delle Entrate) in late July. The 
threat actor claims to have stolen 100 GB of data including company 
documents, scans, financial reports, and contracts. The Italian 
government had initially been given a 1 August deadline to pay, failing 
which all the documents would be publicly released. However, at the 
time of compiling this report, it is still unclear as to whether the Italian 
Government has paid the ransom demand.

This attack against the Italian Government is a good example 
of recent changes being observed in ransomware gang modus 
operandi. In the past threat actors would breach a computer system, 
encrypt files, and demand a ransom in return for a key to decrypt the 
data. Now threat actors are simply stealing the data and demanding 
a ransom in exchange for not publishing the data – a textbook 
definition of extortion.  

The attack also comes a month after LockBit released ‘LockBit 
3.0’, which introduced the first ever public ‘bug bounty’ program. 
LockBit is now offering rewards ranging from USD 1,000 to USD 
1,000,000 to anyone who provides personal data or information 
on potential victims and high-value targets. They are also offering 
money to anyone who can find vulnerabilities (or ‘bugs’) in their own 
program, as well as anyone who can provide ideas for improving 
LockBit’s ransomware. Moreover, LockBit 3.0 is accepting Zcash 
cryptocurrency for payment, which will serve as the currency to buy 
back stolen data and to settle ransom payments. Victims also have 
the option extending the ransom deadline for an additional fee.
Digital Shadows reported that the release of LockBit 3.0 could cause 
an increase in ransomware activity in the third quarter of 2022.  
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In July, the ICC International Maritime Bureau (IMB) issued its piracy 

report for the first half of 2022. In the report, the IMB states that it has 

received the lowest number of reported incidents for the first half 

of any year since 1994. Nevertheless, as incidents of piracy continue 

to decline in most areas worldwide, the Singapore Strait continues 

to be an area of concern. Concurrently, the ReCAAP Information 

Sharing Center (ISC) – a centre established upon agreement between 

regional governments to cooperate against piracy and armed 

robbery against ships in Asia – also released its report for the first 

half of 2022. The ISC reports an 11% increase in incidents in Asia, 

most notably along the Singapore Strait.  In fact, of all the incidents 

reported in the region, more than half of those occurred on ships 

transiting the Singapore Strait (mostly along its eastern sector).  

While incidents have increased, it remains mostly low-level crime 

with pirates looking for spare parts or other materials typically from 

open store lockers. In most cases the pirates leave the ships when 

they are discovered, and there is often no direct confrontation with 

the crew.  In fact, in three quarters of the incidents reported, the 

perpetrators were not armed, and the crew was not harmed. 

Nearly three quarters of the incidents reported were on board ships 

already underway, in comparison to anchored vessels. Only in two of 

the reported incidents were the attempted boardings unsuccessful.  

The only other area in the Asian region that saw an increase in piracy 

was the Chattigram anchorages in Bangladesh, where there were 

three incidents (compared to a zero base in 2021).August 2022
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